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Background 
 

1. During the continuation of its twenty-sixth session, the Commission considered draft 
guidelines on tools and techniques for hazard identification and risk assessments associated 
with the draft regulations on exploitation of mineral resources in the Area 
(ISBA/25/C/WP.1). The draft guidelines were prepared by a working group of the 
Commission. 

 
2. The purpose of these guidelines are to provide information to applicants and 
contractors on approaches and tools to address hazard identification and conduct risk 
assessment. The intent of these activities is to reduce the risk of incidents as much as 
reasonably practicable. 
 
3. The draft regulations on exploitation of mineral resources in the Area contains 
several instances where a contractor must take measures to prevent, reduce and control 
hazards to the Marine Environment and recommends an applicant or contractor conducts 
hazard identification and risk assessment in the preparation of Environmental Plans. 

 
4. To give effect to the requirements and recommendations contained in the draft 
regulations on exploitation of mineral resources in the Area, the Commission considered 
that it was necessary to prepare: (i) Guidelines (Appendix I) on tools and techniques for 
hazard identification and risk assessments



 

i 
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I. INTRODUCTION  30 

1. This guideline has been developed to provide practical and technical guidance on 31 
the tools and methodologies for hazard identification and risk assessment associated with 32 
exploitation of mineral resources in the Area, which is generally applicable to numerous 33 
parts of the Exploitation Regulations.  34 
 35 
2. Given the inherent uncertainties in the context of mineral exploitation in the Area, a 36 
rigorous risk management strategy is necessary at every phase of the project. Therefore, the 37 
risk management process is to be incorporated into various components of the Contractor’s 38 
application for a Plan of Work for exploitation, including the Health and Safety Plan (HSP), 39 
Closure Plan, Environmental Impact Assessment (EIA), Environmental Management and 40 
Monitoring Plan (EMMP), and Emergency Response and Contingency Plan (ERCP), and 41 
also incorporated into day-to-day exploitation operation activities, including the 42 
management and operation of mining support vessels. 43 
 44 
A. Purpose of this Guideline 45 

3. The purpose of this guideline is to provide information on approaches and tools to 46 
address hazard identification and risk assessment. The intent of these activities is to “reduce 47 
the risk of incidents as much as reasonably practicable, to the point where the cost of further 48 
risk reduction would be grossly disproportionate to the benefits of such reduction.”  49 
 50 
4. The guidance below is not intended to be prescriptive; the aim is to provide sufficient 51 
direction to enable Contractors to formulate an approach for the implementation of risk 52 
management strategies through the use of hazard identification and risk assessment tools. 53 
The intention is that the guidance contained below is a reasonably comprehensive starting 54 
point, from which a practical and appropriate hazard identification and risk assessment can 55 
be developed within a process that involves rigorous stakeholder engagement. The guideline 56 
is also intended to be useful to users and reviewers (including a wide range of stakeholders) 57 
of the following Plan of Work components: HSP, Closure Plan, EIA, EMMP, and ERCP. 58 
 59 
5. Hazard identification and risk assessment activities should reduce the risk of 60 
Incidents and impacts of exploitation on the marine environment as much as reasonably 61 
practicable and should:   62 
 63 

a) Establish the necessary risk assessment and risk management systems to effectively 64 
implement the proposed Plan of Work in accordance with Good Industry Practice, 65 
Best Available Techniques and Best Environmental Practices and these regulations, 66 
including the technology and procedures to meet health, safety and environmental 67 
requirements for the activities proposed in the Plan of Work; 68 

b) Provide a basis for the environmental impact assessment and the Environmental 69 
Impact Statement; and 70 

c) Provide for the protection of human life and safety.  71 
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B. Format of this Guideline  72 

6. This guideline is structured into five sections:  73 
 74 

Section 1: Details the purpose and scope of the guideline and provides the Contractor 75 
with information on the organization of the guideline, and how it links to the 76 
regulations and other guidelines. 77 
 78 
Section 2: Details the key principles of hazard identification and risk assessment, 79 
triggers/timing the risk management process, and a discussion of pertinent 80 
Stakeholders. 81 
 82 
Section 3: Details the risk assessment process, specifically establishing the context, 83 
hazard identification, risk analysis, risk evaluation, risk treatment, monitoring, 84 
review, and communication.  In addition, a summary of potential risk assessment 85 
tools and techniques is provided.  86 

 87 
Section 4: Provides a summary of the best practices associated with the risk 88 
assessment and risk management process.  89 
 90 
Section 5: Provides references and links to additional sources of information useful 91 
for hazard identification and risk assessment.  92 
 93 

C. Use of this Guideline 94 

7. This guideline should be read in conjunction with the Exploitation Regulations, the 95 
relevant Exploration Regulations as well as other International Seabed Authority Standards 96 
and Guidelines. 97 
 98 
8. The appropriate Regional Environmental Management Plan (REMP) should also be 99 
considered by the Contractor in that it may affect more regional hazards and risk elements. 100 
 101 
9. Additional resources can be found in Section 5 of this guideline. Overarching 102 
guidance documents for all industries include International Organization for 103 
Standardization (ISO) 31000:2018 Risk management – Guidelines and International 104 
Electrotechnical Commission (IEC) 31010:2019 Risk management - Risk assessment 105 
techniques.  There are numerous guidance documents from national jurisdictions and related 106 
industries that can provide valuable and relevant approaches to performing hazard 107 
identification and risk assessment.  108 
 109 
  110 
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II. GENERAL PRINCIPLES FOR HAZARD IDENTIFICATION AND RISK 111 
ASSESSMENT 112 
 113 
A. Key Principles 114 

10. Two of the fundamental policies and principles of the Exploitation Regulations are 115 
to provide for “the effective protection of the marine environment from the harmful effects 116 
which may arise from exploitation” and to provide for “the protection of human life and 117 
safety”. 118 
 119 
11. All activities associated with the exploitation of minerals in the Area inherently 120 
involve some level of potential risk to the environment and/or the health and safety of the 121 
personnel engaged to perform such activities. Hazard identification and risk assessment are 122 
critical elements used in the preparation of key risk management documents (e.g., EIA 123 
[documented in the EIS], EMMP, ERCP, HSP, etc.) which establish appropriate controls 124 
used by the Contractor under the Authority to reduce the potential for harm to both the 125 
environment and humans. The principles of risk management are well-established across a 126 
wide-range of industries, and there is a wealth of valuable guidance on the methodologies 127 
and tools associated with transparent, systematic processes to review and control risks, 128 
including an International Standards Organization (ISO) standard on risk management (ISO 129 
31000), which can apply to Exploitation, in addition to many others.  130 
 131 
B. Approaches to Risk Assessment 132 

12. Risk assessment is part of risk management which provides a structured process that 133 
identifies how objectives may be affected and analyzes the risk in term of consequences and 134 
their probabilities before deciding on whether further treatment is required. Risk assessment 135 
attempts to answer the following fundamental questions: 136 
 137 

• What can go wrong? 138 
• How likely is it? 139 
• What are the impacts? 140 
• Is the level of risk acceptable or does it require mitigation? 141 

 142 
13. As shown in Figure 1 below, the following elements represent the pillars of risk 143 
assessment (i.e., identifying, analyzing, assessing and communicating risks): 144 
 145 

• Establishing Context; 146 
• Hazard Identification; 147 
• Risk Analysis (frequency and consequence assessment); 148 
• Risk Evaluation (risk representation); 149 
• Risk Treatment; 150 
• Monitoring and reviews; and 151 
• Communication and consultation. 152 

 153 
 154 
 155 
 156 
 157 
 158 
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Figure 1: Overview of the risk assessment process within the context of the risk 159 
management process (Source: adapted from IEC/ISO31010) 160 
 161 

 162 
 163 
 164 

C. The importance of stakeholder consultation  165 

14. Successful risk assessment is dependent on effective communication and 166 
consultation with stakeholders. A robust and transparent process of performing hazard 167 
identification and risk assessment activities will be critical to the review and acceptance of 168 
management documents generated as a result. These stakeholders include, but are not 169 
limited to: 170 

 171 
• Organs of the Authority (Secretariat, Legal and Technical Commission, Council, 172 

Assembly) 173 
• Member States; 174 
• Sponsoring State(s); 175 
• Other relevant ISA Contractors; 176 
• ISA Observers; 177 
• Scientific community; 178 
• Environmental (non-governmental organization (NGO)) community;  179 
• Industry stakeholders (e.g. suppliers, sub-contractors, potential customers); and  180 
• Other entities as appropriate. 181 

  182 
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• whether and how combinations of risks will be taken into account. 225 
 226 
18. One particular aspect of deep seabed Exploitation that complicates the assessment 227 
of environmental impacts is that there is a lack of scientific certainty associated with deep 228 
sea species and ecosystems This requires application of a precautionary approach, as 229 
indicated by the regulation 2 (e) (ii) of the Exploitation Regulations. There are fewer 230 
uncertainties associated with the evaluation of health and safety risks associated with 231 
surface vessels on the open ocean and operational machinery, as there are a number of 232 
existing and well-established industries (e.g., offshore oil/gas drilling, land-based mining; 233 
dredging, deep-sea fishing) that can be drawn upon to inform the hazard identification and 234 
risk assessment processes necessary to protect human health and safety with the aim to 235 
adhere to reducing risks to a level considered consistent with the ALARP principle.   236 
 237 
B. Hazard Identification 238 

19. Hazards, which are sources of potential harm, should be identified as the first step 239 
of the risk analysis process. The hazards associated with all aspects of the project should be 240 
identified and understood before moving to the second step of identifying the risks for 241 
analysis. The hazard identification process should be dynamic and ongoing to ensure that 242 
any new hazards are identified following changes in the Plan of Work and throughout 243 
different phases of the project. This phase is critical in the context of the risk management 244 
since an overlooked hazard (hence, risk) cannot be further assessed and controlled. 245 
 246 
20. The hazard identification process should include a review of all potential hazards 247 
that could result in consequences to personnel, the surface vessel(s), and the environment 248 
during all project phases. There are a number of general categories of potential hazards that 249 
should be reviewed with respect to the proposed Plan of Work activities and Mining Area. 250 
Hazard categories and example aspects to evaluate include, but are not limited to:     251 
 252 

• Natural environment/ecosystem issues (i.e. Exploitation causing changes in water 253 
composition, clarity, or noise affecting the food chain and availability of prey; 254 
potential oxygen depletion; sediment plume effects in the water column; 255 
bioaccumulation of toxic metals and other contaminants, etc.); 256 

• Pollution and hazardous substance issues (i.e. potential pollution from vessels or 257 
equipment to the Marine environment, potential for fire/explosions, biological 258 
hazards, etc.);     259 

• Occupational issues (e.g. hazards present in the work environment, potential for 260 
personnel issues, ergonomic problems, etc.);  261 

• Climatic and natural events (e.g. impacts of hurricanes, lightning, wind, etc.); and 262 
• Socioeconomic issues (e.g. potential identification of human remains of an 263 

archaeological or historical nature, impacts of marine traffic, fisheries, and other 264 
user of the Area). 265 

 266 
21. Commonly used techniques to aid in hazard identification include, but are not 267 
limited to, the following: 268 
  269 

• Hazard Identification Technique (HAZID); 270 
• Hazard Review; 271 
• What-If Analysis; 272 
• Checklist Analysis; 273 
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• Hazard and Operability (HAZOP) Analysis; and 274 
• Failure Modes and Effects Analysis (FMEA). 275 

 276 
22. These techniques are described in further detail in ISO/ICE 31010. Links to 277 
resources to assist with hazard identification are provided in Section 6.2.  278 
 279 
23. For existing and well-established technologies and industries, hazard identification 280 
can heavily rely on previous experience and studies and may only require a simple 281 
identification technique to enumerate the hazards. For example, as noted in Section 3.1, 282 
evaluation of health and safety hazards associated with surface vessels on the open ocean 283 
and operational machinery can use the well-established risks from similar industries 284 
(offshore oil/gas drilling, land-based mining; dredging, deep sea fishing) as a guide. 285 
However, for use of new technologies or work in ecosystems where there is a lack of full 286 
scientific certainty (i.e. deep seabed exploitation, deep sea species and ecosystems), a more 287 
thorough analysis should be employed (such as HAZOP) to confer sufficient confidence 288 
that all the hazards have been identified. 289 
 290 
C. Risk Analysis  291 

24. Risk analysis consists of determining the consequences and their probabilities for 292 
each identified hazard, or risk event. The consequences and probabilities for each hazard 293 
are then combined to determine a level of risk (see Section 3.4). This process involves an 294 
assessment of (1) the frequency/probability of the hazard occurring and (2) the consequence 295 
severity of the hazard. This can be accomplished using both quantitative and qualitative 296 
methods.  297 
 298 
25. The risk assessment methodology applied should be efficient (cost-effective) and of 299 
sufficient detail to enable the ranking of risks in order, for subsequent consideration of risk 300 
reduction. The rigour of assessment should be proportionate to the complexity of the 301 
problem and the magnitude of risk. It is expected that assessment would progress through 302 
the following stages (see Figure 2):  303 

• Qualitative (Q), in which frequency and severity are determined purely 304 
qualitatively.  305 

• Semi-quantitative (SQ), in which frequency and severity are approximately 306 
quantified within ranges.  307 

• Quantified risk assessment (QRA), in which full quantification occurs.  308 

26. These approaches to risk assessment reflect a range of detail of assessment from Q 309 
(lowest) to full QRA (highest). The choice of approach should take into account the 310 
following dimensions:  311 

• The level of estimated risk (and its proximity to the limits of tolerability).  312 
• The complexity of the problem and/or difficulty in answering the question of 313 

whether more needs to be done to reduce the risk.  314 
 315 
 316 
 317 
 318 
 319 
 320 
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Figure 2: Proportionate risk assessment  321 
 322 

 323 
 324 

The overall process from hazard identification to determination of the risk is graphically 325 
represented in Figure 3.   326 
 327 
Figure 3: Overview of the risk analysis process (Source: adapted from Vamanu et al., 328 
2016) 329 
 330 

 331 
 332 
27. Choosing the appropriate risk assessment approach or combination of approaches is 333 
a key step in supporting the risk management process. Qualitative risk assessment is 334 
commonly based on experience or expertise and results in categorical estimates of risk. 335 
Quantitative risk assessment involves the assignment of data-supported numeric values in 336 
the assessment of probability and consequence. It commonly follows an initial qualitative 337 
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assessment, focusing on the highest-priority risks identified. Quantitative risk assessment is 338 
more likely to be used to account for the compounding of effects between multiple scenarios 339 
or events. 340 
 341 
28. Importantly, risk assessment should be used to provide an input into the decision-342 
making process and those responsible for such decision making should be suitably qualified, 343 
experienced and of sufficient seniority to be competent and accountable for their actions.  344 
 345 
29. The lower levels of assessment (Q and SQ) are considered most appropriate for 346 
screening for hazards and events that need to be analysed in greater detail, e.g. to assist in 347 
determining the events to be included in the representative set for more detailed assessment. 348 
One approach to deciding the appropriate level of detail would be to start with a qualitative 349 
approach and to elect for more detail whenever it becomes apparent that the current level is 350 
unable to offer:  351 

• The required understanding of the risks;  352 
• Discrimination between the risks of different events; or  353 
• Assistance in deciding whether more needs to be done (making compliance 354 

judgements).  355 
 356 
Figure 4 below indicates a screening process to determine appropriate risk assessment level. 357 
 358 
Figure 4: Screening to determine appropriate risk assessment level  359 

 360 
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30. Both qualitative and quantitative risk assessments provide Contractors with the 361 
knowledge required to properly control and communicate the risk. Qualitative assessments, 362 
involving expert judgment, may be sufficient for many operations, such as simple operations 363 
where the level of risk is dependent on fewer variables and where uncertainties are relatively 364 
low. Quantitative assessments, however, can offer additional insight when the operation or 365 
technology is more complex; decisions regarding the effectiveness of risk controls and 366 
potential consequences are dependent on many variables; multiple paths to failure exist; the 367 
magnitude of risk is greater; or uncertainties are higher. Ultimately, choosing the 368 
appropriate risk assessment method is also for proper communication of risk between the 369 
Contractor, the Authority, and other stakeholders.  370 
 371 
31. Risk estimation entails assessing both the severity (consequence) and frequency 372 
(likelihood) of hazardous events. The amount of detail and effort required increases from 373 
qualitative (Q) to semi-quantitative (SQ) to quantified risk assessment (QRA). For the Q or 374 
SQ approaches, a risk matrix is a convenient method of ranking and presenting the results. 375 
It is important that the risk matrix used should be capable of discriminating between the 376 
risks of the different hazardous events for the installation 377 
 378 
32. Examples of quantitative and qualitative assessment methods are provided in 379 
Section 3.9. 380 
 381 
33. Frequency/probability assessment and consequence assessment procedures are 382 
discussed in the following subsections.  383 
 384 
1. Frequency/Probability Assessment  385 

34. The objective of the frequency/probability assessment is to provide a 386 
characterization of risk hazards by likelihood of occurrence, by estimating how likely a 387 
hazardous event is to occur, the range of outcome(s) from that event, and the frequency of 388 
those outcome(s). Three general approaches are commonly employed to estimate 389 
probability; they may be used individually or jointly: 390 
 391 

1. Use of relevant historical data; 392 
2. Probability forecasts using predictive techniques; and 393 
3. Expert opinion used in a systematic and structured process. 394 

 395 
35. During a frequency assessment, inductive or deductive analysis can be used to 396 
determine the range of outcomes from an event. Inductive hazard analysis uses a bottom up 397 
technique that discusses a hazard event and its possible effects on the entire operation. 398 
Deductive hazard analysis uses a top down technique that suggests that the operation is 399 
failing in a certain way and attempts to determine the possible causes or behaviors that have 400 
contributed to the failure of the operation. 401 
 402 
36. The level of detail resulting from a frequency assessment is dependent upon what 403 
stage of the project is being evaluated; the further along the project is, the more detail and 404 
data can potentially be included in the assessment. If a quantitative approach to frequency 405 
assessment is not possible through use of available data from the specific project, the 406 
frequency assessment should consider the use of statistical data on the historical frequency 407 
of events. 408 
 409 
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in the results, resulting from the collective variation in the parameters and assumptions used 472 
to define the results. An area closely related to uncertainty analysis is sensitivity analysis. 473 
When making decisions as part of managing risk, it is important to remember that this is not 474 
an absolute science; it is about managing uncertainty to achieve the objectives of protecting 475 
human health and the marine environment. 476 
 477 
45. Within the context of deep seabed Exploitation, there are gaps in information for 478 
risk assessment and a lack of full scientific certainty. Because of these uncertainties, it is 479 
important that principles of precautionary approach are applied to environmental risk 480 
assessment. The precautionary approach requires addressing and preventing environmental 481 
risks at early stages, even if uncertainties remain. 482 
 483 
D. Risk Evaluation  484 

46. Evaluating risk is a complex area in which, in the purist sense, the risk level is 485 
compared to predetermined acceptance criteria to facilitate decisions on treatment. There 486 
are some instances in which this is applicable and the assessment results are more absolute, 487 
allowing an understanding of risk levels with acceptable/unacceptable criteria and clarity 488 
on decisions about the extent and nature of treatment and priorities. The Exploitation 489 
Regulations do not list thresholds for environmental impacts, (refer to guideline 2:  490 
EIA/EIS).  491 
 492 
47. Until such time as sufficient data on the Area exists that the Authority establishes 493 
EIA thresholds and other standards, Contactors could use project-specific and area-specific 494 
impact thresholds based on data and analyses commensurate in quality with the importance 495 
of the impact.  496 
 497 
48. After the Contractor evaluates the risk level, risks should be ranked/categorized 498 
according to their significance (low, moderate, or high risk), which will inform the level of 499 
risk treatment required to achieve ALARP.  500 
 501 
1. Risk Representation 502 

49. Risk representation is the term used to describe the act of combining the results 503 
obtained though the hazard identification and risk assessment (frequency and consequences) 504 
activities in an easy format to be communicated to stakeholders and used to inform the 505 
decision-making process. There are multiple methods of risk representation (e.g., risk 506 
matrix, F-N curves, risk profile, risk isopleth, risk index), but the risk matrix is the most 507 
frequently used risk representation tool. 508 
 509 
51. The Contractor should consider the following criteria when identifying risk 510 

representation methods.  The method should be:  511 
 512 

• easy to apply;  513 
• easy to understand;  514 
• widely accepted (and thus, a useful risk communication tool for multi-disciplinary 515 

teams);  516 
• allows risks to people, environment, assets to be treated consistently; and, 517 
• allows prioritization of the hazards. 518 

 519 
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52. The risk matrix is a way of graphically representing risk. A risk matrix has two 520 
dimensions: consequence (also known as severity) and frequency (also known as likelihood 521 
or probability). Within the space defined by these dimensions, three areas are delimited 522 
(Figure 5), namely:  523 
 524 

• A green area, corresponding to the low-probability, low-consequence;  525 
• A yellow area, corresponding to the medium-probability, medium-consequences; 526 

and  527 
• A red area, corresponding to the high-probability, high-consequences.  528 

 529 
Figure 5: Example Risk Matrix Structure (Source: adapted from Offshore Risk 530 
Assessment, 2016) 531 
 532 

 533 
53. Risk matrices provide a consistent, concise way to communicate the level of risk a 534 
hazard (whether environmental or health and safety) presents. Hence, a risk matrix allows 535 
multi-disciplinary teams to rank the risks in order of significance, screen out the 536 
insignificant ones and evaluate the need of further risk reduction/preventions measures, (i.e., 537 
risk treatment) to be taken in case of various hazards.  538 
 539 
54. Figure 5 above provides a very simple example of a risk matrix, but in practice there 540 
is a wide range of forms for the layout, labelling, definition of severity and probability terms. 541 
A number of examples have been provided in Section 5.2 for reference.  542 
 543 
2. Cumulative Risk 544 

55. One issue that isn’t addressed through the risk matrix tool is cumulative risk because 545 
the risk matrix is used to evaluate one hazard at a time. The Contractor will want to 546 
determine if the potential accumulation of smaller risks results in an unacceptable risk if not 547 
addressed. 548 
 549 
56. Cumulative risk can be due to the aggregate effects of multiple exploitation 550 
operations in a region or the combination of different impacts from a single activity. 551 
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Cumulative risk is likely to be less obvious, as it is often subtle and spread over time. The 552 
Exploitation Regulations require cumulative risks to be considered for environmental 553 
impacts in the EIS (and by extension, the EMMP). From a health and safety perspective, 554 
cumulative impacts may result from personnel exposure to multiple stressors, (inhalation, 555 
repetitive motion, etc.). The Exploitation Regulations include a duty to cooperate with the 556 
scientific community, other Contractors, and the Authority in identifying gaps in scientific 557 
knowledge regarding the Area and developing best practices that will improve existing 558 
standards and protocols. This will necessitate an iterative process as knowledge of the 559 
affected ecosystems, (and to a lesser extent, operational personnel) evolves. 560 
 561 
E. Risk Treatment  562 

57. After the Contractor has evaluated the risk level of each hazard, risk treatment (also 563 
referred to as risk mitigation or control) options should be evaluated. This involves selecting 564 
one or more relevant options for changing the probability of occurrence, the effect of risks (i.e. 565 
severity), or both, and implementing these options.  566 

 567 
58. Results from the risk assessment process serve as inputs to the risk treatment 568 
process. While it is typically accepted that moderate risks (in the yellow category of the risk 569 
matrix) or high risks (in the red category of the risk matrix) require risk treatment, it does 570 
not necessarily mean that risks that are classified as low (green category of the risk matrix) 571 
are controlled to an ALARP level. In the context of exploitation of minerals in the deep 572 
seabed environment, there may be low risks that still require risk treatment/risk 573 
management, (e.g., manage via routine procedures or monitoring). 574 
 575 
59. Inherent in most approaches to risk treatment is the need to appropriately design and 576 
effectively execute risk controls. A risk control is a system, process, procedure, equipment 577 
or other organizational capacity that prevents the consequences of the threat from occurring. 578 
Controls can be: 579 
 580 

• Preventive - aimed at preventing the unwanted events from occurring; 581 
• Detective – designed to detect the unwanted event as it is occurring;  582 
• Protective - designed to reduce the immediate impacts; or,  583 
• Mitigating - designed to reduce the long-term impacts of the unplanned event 584 

through eventual recovery to an acceptable state. 585 
 586 
60. Figure 6 shows the basic hierarchy of controls for health and safety and 587 
environmental risks. The key objective of risk management is avoidance of impacts (to the 588 
environment or humans) caused by planned or unplanned activities associated with 589 
Exploitation in the Area. 590 
  591 
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Figure 6: Hierarchy of health and safety and environmental controls 592 
 593 

 594 
 595 
61. Once the Contractor identifies a preferred risk treatment option, the modified 596 
scenario can be re-assessed to determine the new level of risk (i.e., re-assessing the 597 
consequence severity and likelihood), with the objective to determine whether further 598 
treatment is required and/or if secondary risks are introduced. If present, secondary risks 599 
should be incorporated into the same treatment plan as the original risk and the link between 600 
the two risks should be identified. An example of this might be the application of an 601 
engineering control to reduce the chance of a release to the environment (e.g., a redundant 602 
valve), but the change poses additional health and safety risks (e.g., without pressure relief, 603 
the trapped pressure between the valves creates an increased risk of injury).   604 
 605 
62. The identified risk controls will form the foundation of environmental and health 606 
and safety management plans (and associated component management plans). Obligations 607 
for reporting the effectiveness of the risk treatment methods is discussed in Section 3.6. 608 
 609 
F. Monitoring and Review  610 

63. The Contractor should conduct ongoing monitoring and periodic review of the risk 611 
management process and its outcomes throughout the life-cycle of the project. This review 612 
may be conducted concurrent with audit and review of the EMMP. The purpose of 613 
monitoring and review is to assure and improve the quality and effectiveness of the risk 614 
assessment process, implementation and outcomes. In particular, risk controls implemented 615 
by the Contractor should be monitored for effectiveness (i.e., re-evaluated) over time and 616 
adapted to changing conditions. 617 
 618 
64. A risk management review will: 619 
 620 

1. Evaluate the effectiveness of the existing risk treatment actions and risk levels by 621 
reviewing environmental and health and safety monitoring records, corrective 622 
actions, and the results of any prior audits; and, 623 

2. Identify any new hazards and associated risks resulting from changes in the Plan of 624 
Work or implementation of new phases of the project.  625 

 626 
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65. Review or audit of a risk management plan could be undertaken at the following 627 
times and may corresponded with a review or audit of the EMMP or HSP: 628 

1. Following environmental and health and safety incidents (e.g.,  ‘Notifiable Events’ 629 
as laid out in appendix I of the Exploitation Regulations) such as a significant leak 630 
of hazardous substance, unauthorized mining discharge, adverse environmental 631 
conditions with likely significant environmental consequences, impairment/damage 632 
to environmentally critical equipment, occupational lost time illness or injury, 633 
medical evacuation, or fatality; 634 

2. When there is a substantive adjustment to the relevant Regional Environmental 635 
Management Plan (REMP); and 636 

3. Periodically, for deep seabed exploitation and/or monitoring activities undertaken 637 
over extended timeframes, (e.g., every two years for operations/closure period 638 
lasting five years or less, and every five years for operations/closure period lasting 639 
more than five years). 640 
 641 

66. A procedure should be developed by the project management team for conducting 642 
risk management audits and include the following key components: 643 

• Establish audit procedures; 644 
• Determine the frequency of audits; 645 
• Develop processes for scheduling, reporting, and maintaining records, (e.g., 646 

maintenance of a formal risk register); 647 
• Ensure that the auditors are competent, in that they should be able to undertake the 648 

audit objectively and competently. Audits may be undertaken by internal parties or 649 
external competent persons; and 650 

• Address personnel responsible for conducting the review and required resources.  651 
 652 

67. The Contractor should include information about risk management in the annual 653 
report to be submitted in accordance with regulation 38 of the Exploitation Regulations. 654 
Refer to Section 3.8 for further detail regarding reporting requirements.  655 
 656 
G. Risk Communication Process  657 

68. Communication and consultation are important considerations at each step of the 658 
risk management process and may include the following key components: 659 
 660 

• Cooperation and dialogue with stakeholders, with a focus on consultation and 661 
engagement; 662 
 663 

• Developing a communication plan for both internal and external stakeholders at the 664 
earliest phase of the project; 665 
  666 

• Identifying, recording, and integrating, if necessary, stakeholder perceptions of risk 667 
into the decision-making process; and 668 
 669 

• Establishing a team approach to define the context, ensure that all risks are 670 
identified, and ensure that different views are considered. 671 

 672 
69. As discussed in the context of adaptive management in guideline 3, consultation and 673 
cooperation among users of the Area and relevant stakeholders will aid in the advancement 674 
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of scientific understanding of sites where mineral exploitation will occur, mining 675 
technologies, impacts and the environment’s response, thereby providing critical feedback 676 
to inform future decision-making. Consultation involves a dialogue with people who may 677 
be interested in or affected by a proposed activity. It is an opportunity to inform people 678 
about the proposed project and an invitation to contribute to the project design/issue 679 
identification and resolution process. Specifically, with regard to risk assessment, 680 
communication is a key part of building trust, improving understanding within the 681 
stakeholder community about exploitation of the Area and the related risks, and helping 682 
industry to better understand the views of stakeholders who may be affected by those 683 
activities. It is recommended that Contractors take the following seven principles of risk 684 
communication into account throughout the life-cycle of the project: 685 
 686 

1. Accept and involve the public as a partner. 687 
2. Plan carefully and evaluate your efforts. 688 
3. Listen to the stakeholder’s specific concerns. 689 
4. Be honest, frank, and open. 690 
5. Work with other credible sources. 691 
6. Meet the needs of the media. 692 
7. Speak clearly and with compassion. 693 

 694 
70. Therefore, in accordance with regulation 3 of the Exploitation Regulations, a plan 695 
for on-going consultation with parties identified to have existing interests in the proposed 696 
project area, as well as relevant stakeholders (refer to Section 2.2) should be provided. The 697 
Contractor should describe the proposed consultation methods and timelines and relevant 698 
stakeholders and interested parties to be contacted.  699 
 700 
H. Recording and Reporting 701 

71. The risk management process and its outcomes should be documented and reported 702 
through appropriate mechanisms, such as within the application for the Plan of Work (see 703 
Section 3.0) and the annual report (discussed below). Recording and reporting aims to: 704 
 705 

• Communicate all risks considered and risk management activities conducted;  706 
• Provide information for decision-making and identify key intervention points; 707 
• Serve as a reference when reviewing risks after some time has elapsed to consider 708 

changed circumstances due to strategy implementation or changed business, 709 
environment, regulatory, social conditions; and 710 

• Assist with interactions with stakeholders, including those with responsibility and 711 
accountability for risk management activities. 712 

 713 
72. The extent of the report will depend on the objectives and scope of the assessment, 714 
except for very simple assessments, the documentation can include: 715 
 716 

• Objectives and scope; 717 
• Description of relevant parts of the system and their functions; 718 
• A summary of the external and internal context of the organization and how it relates 719 

to the situation, system or circumstances being assessed; 720 
• Risk criteria applied and their justification; 721 
• Limitations, assumptions and justification of hypotheses; 722 
• Assessment methodology; 723 
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• Risk identification results; 724 
• Data, assumptions and their sources and validation; 725 
• Risk analysis results and their evaluation; 726 
• Sensitivity and uncertainty analysis; 727 
• Critical assumptions and other factors which need to be monitored; 728 
• Discussion of results; 729 
• Conclusions and recommendations; and 730 
• References. 731 

 732 
73. Risk registers are commonly used to present risk information, to document the 733 
outputs from the risk identification process and to present the results of risk analysis and 734 
strategy development. Typical contents of risk registers include: 735 
 736 

• A tabulation of the risk events considered; 737 
• Events excluded, the reasons for excluding them, and their likelihoods and 738 

consequences; 739 
• The results of risk analysis and evaluation; and 740 
• Existing control measures, planned management actions, allocations of 741 

responsibility, and timings of actions. 742 
 743 
74. Links to resources to assist with developing risk registers are provided in Section 744 
5.2. 745 
 746 
75. Risk analysis results will be incorporated into the following components of the 747 
Application for approval of a Plan of Work submitted to the authority under regulation 7 of 748 
the Exploitation Regulations, including HSP and Closure Plan, EIA as documented within 749 
the EIS, EMMP, and ERCP. 750 
 751 
I. Risk Assessment Tools and Techniques  752 

76. Various risk assessment tools and techniques for hazard identification and risk 753 
analysis are discussed in ISO/IEC 31010. Links to resources to assist with hazard 754 
identification and risk analysis are provided in Section VI, B.  755 
 756 
IV. RISK MANAGEMENT BEST PRACTICE 757 

77. Below is a summary of some best practices to consider during risk assessment and 758 
risk management activities undertaken in an effort to conform with the Exploitation 759 
Regulations: 760 
 761 

1. Establish risk management systems that are based on Good Industry Practice, Best 762 
Available Techniques, and Best Environmental Practices including the technology 763 
and procedures to meet health, safety and environmental requirements for the 764 
activities proposed in the Plan of Work [regulation 13 (3) (c)]; 765 
 766 

2. Design the risk management program to reduce the risk of Incidents as much as 767 
reasonably practicable, to the point where the cost of further risk reduction would 768 
be grossly disproportionate to the benefits of such reduction, taking into account the 769 
relevant guidelines. The reasonable practicability of risk reduction measures should 770 
be kept under review in the light of new knowledge and technology developments 771 
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and Good Industry Practice, Best Available Techniques and Best Environmental 772 
Practices. In assessing whether the time, cost and effort would be grossly 773 
disproportionate to the benefits of further reducing the risk, consideration should be 774 
given to best practice risk levels compatible with the operations being conducted 775 
(regulation 32); 776 
 777 

3. Apply the precautionary approach, as reflected in principle 15 of the Rio Declaration 778 
on Environment and Development, to the assessment and management of risk of 779 
harm to the marine environment from exploitation in the Area (regulation 44 (a)); 780 
and 781 
 782 

4. Openly consult and cooperate with users of the Area and relevant stakeholders on 783 
the risks and impacts of exploitation on the marine environment (regulation 3).  784 

  785 
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V. ABBREVIATIONS, ACRONYMS  AND DEFINITIONS 786 

  787 
ALARP As Low as Reasonably Practicable 
CCFA Common Cause Failure Analysis 
EIA  Environmental Impact Assessment  
EIS  Environmental Impact Statement  
EMMP  Environmental Management and Monitoring Plan  
EMS  Environmental Management Systems  
ERA  Environmental Risk Assessment  
ERCP Emergency Response and Contingency Plan 
ETA Event Tree Analysis 
FMEA Failure Modes and Effects Analysis 
FMECA Failure Mode & Effect Criticality Analysis 
FSA Formal Safety Assessment 
FTA Fault Tree Analysis 
HAZID Hazard Identification Technique 
HAZOP Hazard and Operability 
HRA Human Reliability Analysis 
HSP Health and Safety Plan 
IEC International Electrotechnical Commission 
ISBA  International Seabed Authority  
ISO  International Organization for Standardization  
JHA Job Hazard Analysis 
LOPA Layers of Protection Analysis 
NGO  Non-governmental organization  
PRA Probabilistic Risk Assessment 
QRA Quantitative Risk Assessment 
REMP Regional Environmental Management Plan 
SICA Scale-Intensity-Consequence Analysis 
SMS Safety Management System 
SOOB Summary of Operation Boundaries 
SWIFT Structured What-If Technique 
UNCLOS  United Nations Convention on the Law of the Sea  
WOAD World Offshore Accident Database 
 788 

78. Precautionary Approach is an approach to environmental risk assessment where 789 
environmental risks are addressed and prevented at early stages, even if uncertainties 790 
remain, recognized in Principle 15 of the Rio Declaration, which states that: “In order to 791 
protect the environment, the precautionary approach shall be widely applied by States 792 
according to their capabilities. Where there are threats of serious or irreversible damage, 793 
lack of full scientific certainty shall not be used as a reason for postponing cost-effective 794 
measures to prevent environmental degradation.” The precautionary approach does not 795 
necessarily mean proposed projects with unknown effects or impacts should not proceed; 796 
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however, these projects should proceed with appropriate checks and risk reduction measures 797 
in place.  798 

 799 
79. The concept of As Low As Reasonably Practicable (ALARP) is a principle in risk 800 
management of reducing “the risk of incidents as much as reasonably practicable, to the 801 
point where the cost of further risk reduction would be grossly disproportionate to the 802 
benefits of such reduction.” As stated in the Exploitation Regulations “the reasonable 803 
practicability of risk reduction measures shall be kept under review in the light of new 804 
knowledge and technology developments and Good Industry Practice, Best Available 805 
Techniques and Best Environmental Practices 806 
 807 
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